
Empire+.¥ 
BwcCROSS BwcSHICLD 

October 2, 2014 

Mr. Jerry Boone 
Commissioner 
Department of Civil Service 
Agency Building 1, 20th Floor 
Albany, New York 12239 

Dear Mr. Boone: 

11 Corporate Woods Boulevard 
Albany, NY 12211 

www.empireblue.com 

This letter will serve as a Letter of Intent ( "LOI") between Empire HealthChoice Assurance, Inc. d/b/a Empire 
BlueCross BlueShield ("Empire" or "Contractor") and The State of New York (the "Group" or "Employer"), collectively, 
the "Parties'', relating to Empire furnishing certain administrative services with respect to the Empire Plan Hospital 
Program, a self-insured health care program (the "Program") established by the Group on behalf of enrolled members 
("Members"), effective January 1, 2014 (the "Effective Date"). 

This LOI shall remain in effect from the date of execution hereof until superseded by the execution of a 
comprehensive administrative services only agreement ("ASO Agreement") between the Parties. 

Empire and the Group agree to enter into good faith negotiations to reach a mutually acceptable ASO Agreement. 
The Parties shall use reasonable efforts to negotiate and have the ASO Agreement executed as soon as practicable. 
Notwithstanding the outcome of such negotiations, Empire and the Group further agree through the duration of the 
LOI as follows: 

Under this LOI , Empire will administer the Hospital Program benefits and services as it existed on December 31 , 
2013 in accordance with the Hospital Service Plan Group Contract No. 1 (the "Contract") subject to all state and 
federal laws, rules and regulations, as amended, including but not limited to Appendix A and Appendix B. 
Additionally, any terms of the Contract that were in effect on December 31 , 2013 that do not conflict with this LOI 
or Schedules A and B shall carry forward during the period that this LOI is in effect and the future ASO 
Agreement. 

The Parties shall agree that Empire will be operating in the capacity of a business associate with regard to the 
use and disclosure of Protected Health Information as stated in Schedule C of this LOI. 

All of the terms, conditions and provisions contained in the LOI , including but not limited to attached Schedule A, 
Schedule B, Schedule C and Appendix A and Appendix B, shall apply for the duration of this LOI. Upon finalization 
and execution of the ASO Agreement, all of these same terms, conditions and provisions contained in this LOI , 
except to the extent such terms, conditions and provisions are modified by mutual agreement of the Parties, shall 
apply or be incorporated into the negotiated ASO Agreement. 

Except with respect to the provisions of this LOI , nothing herein shall impose or create any other legal obligations 
upon Empire or the Group. Upon execution of the ASO Agreement, this LOI shall be void and have no further force or 
effect. 

Please acknowledge your acceptance with the above by executing this LOI below. 

Very truly yours, 

Ethel Graber 
VP & General Manager 
Empire BlueCross BlueShield 

Services provided by Empire HealthChoice HMO, Inc. and/or Empire HealthChoice Assurance, Inc. licensees of the Blue Cross and Blue Shield Association. an association of 
independent Blue Cross and Blue Shield Plans. 
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STATE OF "-lew Yofk 
COUNTY OF A-lbo.f\t{ 

J ss: 
) 

On the qtn day of OCloW , 2014, before me personally came ICft)d GY?>be.f , to me 
known, and known to me to be the person who executed the above instrument, who, being duly sworn by me, did 
her/himself depose and say that (s)he is the VP ond &nuof 4an04u of 
/Cmp1re. lka.LWl CtJ.re hWPm 

1 
lnt.. the corporation or organization described in and which executed 

the above instrument; and that (s)he signed his/her name thereto. 

NOTARY PUBLIC 

Accepted: 

l"1 aqn 
My commission expires: ~bel ' 

LINDA A. COX 
NOTARY PUBLIC·STATE OF NEW YORK 

No. 01 C06294127 
Qualified In Albany County 

My Commission Expires December 16. 2017 
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SCHEDULE A 
TO 

LETTER OF INTENT 
WITH 

THE STATE OF NEW YORK 

This Schedule A shall govern the Letter of Intent (LOI) period from January 1, 2014 through December 31, 2015 and 
any subsequent agreement periods. For purposes of this LOI period, this Schedule shall supplement and amend the 
Hospital Service Plan Group Contract No. 1 (the "Contract") between the Parties. If there are any inconsistencies 
between the terms of the Contract and this Schedule A, the terms of this Schedule A shall control. 

Section 1. Effective Date and Renewal Notice 

This LOI period shall be from 12:01 a.m. January 1, 2014 to the end of the day of December 31, 2015. 

Paid Claims shall be processed pursuant to the terms of this LOI when incurred and paid as follows: 

Incurred from January 1, 2014 through December 31, 2015 and 
Paid from January 1, 2014 through December 31, 2015 

The terms of this Schedule A automatically renew with the mutual agreement and acceptance of future 
agreed upon Administrative Services Fees. 

Section 2. Broker or Consultant Base Compensation 

Not Applicable 

Section 3. 

A. Administrative Services Fee CASFl 

ASF -2014: 

For the period from January 1, 2014 through December 31, 2014, the ASF will be the sum of: 

BaseASF: 
Variable ASF: 

For purposes of this Schedule A, Plan Paid Amount is defined as the sum of the Paid Claims, 
Independent Claims Review fees, applicable state and federal taxes and assessments, Vendor 
Recovery Fees, Shared Communication Expenses paid and the ASF paid by Employer. 

The Base ASF will be reduced by $0.25 per Subscriber (contract) per month for only the 
incremental enrollment count over 499,999 in a given month, as determined by Empire based on its 
Subscriber counts for the Hospital Program. 

ASF-2015: 

For the period from January 1, 2015 through December 31, 2015 the ASF will be the sum of: 

BaseASF: 
Variable ASF: 

For purposes of this Schedule A, Plan Paid Amount is defined as the sum of the Paid Claims, 
Independent Claims Review fees, applicable state and federal taxes and assessments, Vendor 
Recovery Fees, Shared Communication Expenses paid and the ASF paid by Employer. 
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B. Optional Program Fees 

Not applicable 

C. Other Fees or Credits 

Section 4. 

A. 

Fee for Independent Claims Review: 

Fee for Other Administrative Services: Other services related to the administration of the Hospital 
Program, as requested in writing by the Employer from time to time. 

Claims Billing Cycle and Payment Method 

Paid Claims: Employer agrees to pay or fund all Paid Claims incurred after 12/31/2013, defined 
as follows: 

Paid Claim - The amount charged to Employer for Covered Services provided during the term of 
this LOI. Paid Claims may also include any applicable interest (interest that is owed due to the 
actions of the Employer, for example, in directing Empire to deny or delay payment on a claim on 
an exception basis) and any surcharges assessed by a state or government agency. Payment of 
interest imposed due to the actions of Empire are the responsibility of Empire, for example, interest 
due for failure to pay claims in accordance with prompt payment regulations. In addition, Paid 
Claims shall be determined as follows: 

1. Provider and Vendor Claims. Except as otherwise provided in this LOI, Paid Claims shall 
mean the amount Empire actually pays the Provider or Vendor without regard to whether Empire 
reimburses such Provider or Vendor on a percentage of charges basis, a fixed payment basis, a 
global fee basis, single case rate, or other reimbursement methodology or whether such amount is 
more or less than the Provider's or Vendor's actual Billed Charges for a particular service or supply. 

2. Claims Payment Pursuant to any Judgment. Settlement. Legal or Administrative Proceeding. 
Paid Claims shall include any Claim amount paid as the result of a settlement, judgment, or legal, 
regulatory, or administrative proceeding brought against the Plan and/or Empire, or otherwise 
agreed to by Empire, with respect to the decisions made by Empire regarding the coverage of or 
amounts paid for services under the terms of the Plan. Paid Claims also include any amount paid 
as a result of Empire's billing dispute resolution procedures with a Provider or Vendor. 

3. Claims Payment Pursuant to Inter-Plan Programs and Other BlueCross BlueShield Association 
CBCBSA> Programs. Paid Claims shall include any amount paid for Covered Services that are 
processed through Inter-Plan Programs or for any amounts paid for Covered Services provided 
through another BCBSA program (e.g., BCBSA Blue Distinction Centers for Transplant). 

B. Billing Cycle 

Payment/Replenishment of Deposit - Group 
later than January 1, 2014 in the amount of 
Group may be required to pay an additional amoun s 
month fall below the amount of the initial advance o 
additional advance, if any, shall be due within thirty (30 
Empire's written request for the additional advance. 

Weekly: Employer agrees to fund/advance the anticipated amount needed for Paid Claims incurred 
after 12/31/13 by paying Empire a dollar amount equivalent to the average prior three month's Paid 
Claims expense, except for the amounts advanced for the first five months of 2014, as specified 
below. This funding will be paid in four equal weekly payments, on the Invoice Due Dates of the 
7th, 14th, 21 91 and 28th of each month, or next business day if Invoice Due Date falls on a State 
designated holiday or weekend. On an annual basis coinciding with the end of the State's fiscal 
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year, the Statewide Financial System (SFS) will be shut down for approximately one week during 
which no payment transactions will be processed. The shutdown typically occurs between the last 
week of March and first week of April. The SFS may also be shut down for short periods during 
other times of the year for maintenance or other reasons that are outside the control of the 
Employer. Payments delayed as a result of the SFS shut down will be processed on the first 
business day after the SFS returns to operation. The weekly payments do not include Bad Debt & 
Charity assessment and Covered Lives assessment that the Employer shall pay Empire each 
month upon submission of an invoice. 

Each month, Empire shall reconcile the prior month's Paid Claim amount paid on behalf of the 
Employer with the amount advanced and bill or credit the Employer the difference by the 15th day, 
or next business day, of the month. In addition, the Employer shall pay/credit Empire the amount 
invoiced prior to the end of the month. Empire will bill the Employer monthly the Bad Debt & 
Charity assessment and Covered Lives assessment pertaining to the prior month. The Employer 
shall pay Empire this amount by the end of the month. 

Empire shall pay interest to the Employer on positive daily balances pertaining to the amounts 
advanced to Empire for Claim payments. Claims will be charged to the Employer's account on a 
daily basis, by dividing the total amount payable for the month by the number of business days in 
the month. If a negative daily balance results, Empire may charge the Employer interest. The basis 
of the interest charges/credits will be the Comptroller's Short Term Investment Portfolio Rate with 
interest compounded daily. The interest amount calculated shall be credited to the Employer or 
paid by the Employer annually. 

C. Payment Method - Automated Clearing House (ACH) or Wire Transfer Reimbursement for 
Paid Claim 

Section 5. 

A. 

Employer shall deposit the amounts due in a designated Empire bank account by the Invoice Due 
Dates above, or the next business day if the Invoice Due Date falls on a weekend or holiday. The 
deposits shall be made in accordance with the process agreed to by the Parties to assure that the 
deposit is credited to Empire's account. 

ASF Bllllna Cycle and Payment Method 

Monthly Billina Cycle 

Empire shall bill the Base ASF by the 15th day of the month for the month the services are 
rendered. Empire shall bill the Variable ASF pertaining to the actual Plan Paid amounts for the 
prior month by the 15th day of the month. The Employer shall pay these amounts by the end of 
each month. 

B. Payment Method - ACH or Wire Transfer Reimbursement 

Section 6. 

A. 

Employer shall deposit the amounts due in a designated Empire bank account by the Invoice Due 
Date. The deposit shall be made in accordance with any policies and regulations of the bank, as 
communicated in writing by Empire to the Employer, necessary to assure that the deposit is 
credited to Empire's account. 

Claims Runout Services 

Claims Runout Period 

Claims Runout Period shall be for the 24 months following the date of t~rmination of this LOI unless 
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the Claims Runout Period is extended in writing by the Employer. 

B. Claims Runout Administrative Services Fees 

Section 7. 

There is no charge for Claims Runout Administrative Services. 

Other Amendments 

The LOI is otherwise amended as follows: 

BlueCard Program, Other Inter-Plan Programs and Non-Network Provider Fees 

Included in Paid Claims: 

Payment/Replenishment of Deposit 

Group shall provide to Em ire an advance a ment of an initial deposit no later than January 1, 
2014 in the amount of In addition, Group may be required to 
pay an additional amoun n given month fall below the amount 
of the initial advance of Upon termination of the LOI, the 
amount advanced Empire s e e1 er pa1 e mp oyer or used to fund claim payments 
during the claim run-out period, as determined by the Employer at the time of termination of this 
LOI. 

Payment of Reserves Previously Received By State 

- in claim reserves payments were made to the Emplo~er and a liability 
~zed by the Employer. To fund the claims aid after 1 1 
incurred rior to 1 /1 /14, the Em lo er will a Em · 

State Surcharges 

Select state laws require Employers to finance health related initiatives through residency-based 
assessments and/or surcharges added to certain Paid Claims. After Employer completes the 
applicable forms, Empire shall make all assessment and/or surcharge payments on behalf of 
Employer to the appropriate pools administered by the respective states, based primarily upon 
Empire's Paid Claims information and Member information provided to Empire by 
Employer. Examples of such assessments and surcharges include, but are not limited to, the 
Massachusetts Health Safety Net Trust Fund, the New York Health Care Reform Act and the 
Michigan Health Insurance Claims Assessment Act. Group agrees to pay or fund such amounts 
when billed by Empire by the end of the month billed. 

Vendor Recovery Fees 
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Group utilizes the services of certain vendor, as specified below, for identified recovery services 
that are related to the claims processing services provided by Empire but not performed by Empire. 
Empire credits the Group for the amount of any recovery obtained by such vendors. Recovery 
vendors under this arrangement are: 

Year End Settlements 

Within 75 days from the end of each LOI Year, Empire agrees to provide an accounting which 
compares the amounts paid by the Employer under Sections 4, 5 and 7 above to the Employer's 
total liability for Paid Claims, Base ASF, Variable ASF and other amounts paid to Empire. This 
accounting is currently provided by March 15 of each calendar year. 

If the reconciliation indicates that the Group has overpaid Empire, Empire shall reimburse the 
Group within fourteen (14) days upon Group's written request. If the reconciliation indicates that 
Group has underpaid Empire, Empire shall provide Group with an invoice and Group shall pay any 
amounts due within fourteen (14) days of the date of the Invoice. 

Empire HealthChoice Assurance, Inc. dba Empire 

STATE OF 4 l..W Yo rl-'1 

COUNTY OF Al ban'-{ 
l ss: 
) 

BlueCross Bl · 

On the qth day of~. 2014, before me personally came f1ti c1 C?DJ.bfJ , to me 
known, and known to me to be the person who executed the above instrument, who, being duly sworn by me, did 
her/himself depose and say that (s)he is the 

VD o.rd G (.!'(fa! N.OMt\d of 
~~ 1ce l*e 0 1t+1chorce ,As..., vcnn @ Inc the corporation or organization described in and which 

exec ted the above instrument; and that'(s)he signed his/her name thereto. 

NOTARY PUBLIC 

NYS .ASO LOI Schedule A 

My commission expires: 'De~bd I Le ao1'1 

LINDA A . COX 

NOTARY PUBLIC-STATE OF NEW YORK 

No. 01C06294127 
Qualified In Albany County 

My Commission Expires December 16, 2017 
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SCHEDULE B 
TO 

LETTER OF INTENT (LOI) 
WITH 

THE STATE OF NEW YORK 

This Schedule B shall govern the Letter of Intent (LOI) period from January 1, 2014 through December 31, 2015 and 
any subsequent agreement periods. For purposes of this LOI period, this Schedule B shall supplement and amend 
the Hospital Service Plan Group Contract No. 1 (the "Contracr) between the Parties. If there are any inconsistencies 
between the terms of the LOI, including any prior Schedules in the Contract, and this Schedule B, the terms of this 
Schedule B shall control. 

Under the LOI, Empire will continue to provide the same Hospital Program benefits and services as were provided on 
December 31, 2013 subject to all state and federal laws, rules and regulations, as amended. 

Such services included in the Administrative Services Fee (ASF) in Section 3A of Schedule A are to include, but not 
be limited to: 
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ST A TE OF f-l°"' y' o r '1 

COUNTY OF AtbOJ1.'{ 
l ss: 
) 

Empire HealthChoice Assurance, Inc. dba Empire 
BlueCross BlueShield 

By: 

Title: UP-r 6MvMJ rn~ 
Date: 10) 9/ I Y 

On the CJ#'I day of~. 2014, before me personally came fthd &C>bd , to me 
known , and known to me to be the person who executed the above instrument, who, being duly sworn by me, did 
her/himself depose and say that (s)he is the 

VP OY\O Gwuo.I H~ei of 
Empire I-lea lfu choice &IJ:conce, \nf'. the corporation or organization described in and which 

executed the above instrument; and that (s)he signed his/her name thereto. 

i\JOTARY PUBLIC 

NYS ASO LOI Schedule B 

My commission expires: Gcc.e.mbeJ lu, ~Ol( 

LINDA A. COX 

NOTARY PUBLIC-STATE OF NEW YORK 

No. 01C06294127 
Quollfled In Albany County 

Mv Comm1ulon Expires December 16, 2017 
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SCHEDULE C 
TO 

LETTER OF INTENT (LOI) 
WITH 

THE STATE OF NEW YORK 

For purposes of this LOI period, this Schedule C shall supplement and amend the Hospital Service Plan Group 
Contract No. 1 (the "Contracr) between the Parties. If there are any inconsistencies between the terms of the LOI, 
including any prior Schedules in the Contract, and this Schedule c. the terms of this Schedule C shall control. 

USE AND DISCLOSURE OF PROTECTED HEAL TH INFORMATION 

1. For purposes of this Schedule C, the term "Protected Health Information" ("PHI") means any information, 

including demographic information collected from an individual, that relates to the past, present, or future 

physical or mental health or condition of an individual, to the provision of health care to an individual, or to the 

past, present, or future payment for the provision of health care to an individual, that identifies the individual, 

or with respect to which there is a reasonable basis to believe that the information can be used to identify the 

individual. Within the context of this LOI, PHI may be received by the Contractor from the DCS on behalf of 

NYSHIP or may be created or received by the Contractor on behalf of NYSHIP in Contractor's capacity as a 

Business Associate rather than as a HIPAA Covered Entity. All PHI received or created by the Contractor in 

Contractor's capacity as a Business Associate and as a consequence of its performance under this LOI is 

referred to herein collectively as "NYSHIP's PHI." 

2. The Contractor acknowledges that the DCS administers on behalf of New York State several group health 

plans as that term is defined in HIPAA's implementing regulations at 45 CFR Parts 160 and 164, and that 

each of those group health plans consequently is a "covered entity" under HIPAA. These group health plans 

include NYSHIP, which encompasses the Empire Plan as well as participating health maintenance 

organizations; the Dental Plan, and the Vision Plan. In this capacity, the DCS is responsible for the 

administration of these "covered entities" under HIPAA. The Contractor further acknowledges that the DCS 

has designated NYSHIP and the Empire Plan as Organized Health Care Arrangements (OHCA), respectively. 

The Contractor further acknowledges that the Contractor is a HIPAA "business associate" of NYSHIP as a 

consequence of the Contractor's provision of certain services to and/or on behalf of the DCS as administrator 

of NYSHIP within the context of the Contractor's performance under this LOI, and that the Contractor's 

provision of such services may involve the disclosure to the Contractor of individually identifiable health 

information from the DCS or from other Parties on behalf of the DCS, and also may involve the Contractor's 

disclosure to the DCS of individually identifiable health information as a consequence of such services. To the 

extent Contractor acts as a HIPAA "business associate" of NYSHIP. Contractor shall adhere to the 

requirements as set forth in this Schedule. 

3. Permitted Uses and Disclosures of NYSHIP's PHI: The Contractor may create, receive, maintain, access. 

transmit, use and/or disclose NYSHIP's PHI solely in accordance with the terms of this LOI. In addition, the 

Contractor may use and/or disclose NYSHIP's PHI to provide data aggregation services relating to the health 

care operations of NYSHIP as administered by the DCS. Further, the Contractor may use and disclose 

NYSHIP's PHI for the proper management and administration of the Contractor if such use is necessary for 

the Contractor's proper management and administration or to carry out the Contractor's legal responsibilities, 

or if such disclosure is required by law or the Contractor obtains reasonable assurances from the person to 
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whom the information is disclosed that it shall be held confidentially and used or further disclosed only as 

required by law or for the purpose for which it was disclosed to the person1 and the person notifies the 

Contractor of any instances of which it is aware in which the confidentiality of the information has been 

breached. 

4. Nondisclosure of NYSHIP's PHI: The Contractor shall not create, receive, maintain, access, transmit, use or 

further disclose NYSHIP's PHI otherwise than as permitted or required by this LOI or as otherwise required by 

law. The Contractor shall limit its uses and disclosures of PHI when practicable to the information comprising 

a Limited Data Set, and in all other cases to the minimum necessary to accomplish the intended purpose of 

the PH l's access, use, or disclosure. 

5. Safeguards: The Contractor shall use appropriate, documented safeguards to prevent the use or disclosure 

of NYSHIP's PHI otherwise than as provided for by this LOI. The Contractor shall maintain a comprehensive 

written information security program that includes administrative, technical, and physical safeguards that 

satisfy the standards set forth at 45 C.F.R. Part 164, appropriate to the size and complexity of the Contractor's 

operations and the nature and scope of its activities, to reasonably and appropriately protect the 

confidentiality, integrity and availability of any electronic PHI that it creates1 receives, maintains, accesses or 

that it transmits on behalf of the DCS pursuant to this LOI. 

6. Breach NoUflcatlon: 

a. Reporting: The Contractor shall report to the DCS any breach of unsecured PHI, including any access 

to, use or disclosure of NYSHIP's PHI otherwise than as provided for by this LOI, of which the Contractor 

becomes aware. An acquisition, access, transmission, use or disclosure of NYSHIP's PHI that is 

unsecured in a manner not permitted by HIPAA or this LOI is presumed to be a breach unless the 

Contractor demonstrates that there is a low probability that NYSHIP's PHI has been compromised based 

on the Contractor's risk assessment of at least the following factors: (i) the nature and extent of 

NYSHIP's PHI involved, including the types of identifiers and the likelihood of re-identification; (ii) the 

unauthorized person who used NYSHIP's PHI or to whom the disclosure was made; (iii) whether 

NYSHIP's PHI was actually acquired or viewed; and (iv) the extent to which the risk to NYSHIP's PHI has 

been mitigated. Further, the Contractor shall report to the DCS any security incident of which it becomes 

aware, subject to Section 6.e. below. "Security incident" shall mean the attempted or successful 

unauthorized access, use, disclosure! modification, or destruction of information, or interference with 

system operations in an information system. The Contractor shall initially notify the DCS within five (5) 

Business Days of the date the Contractor becomes aware of the event. 

b. Required Information: The Contractor shall provide the following information to the DCS within ten (10) 

Business Days of discovery except when, despite all reasonable efforts by the Contractor to obtain the 

information required, circumstances beyond the control of the Contractor necessitate additional time. Under 

such circumstances, the Contractor shall provide to the DCS the following information as soon as possible and 

without unreasonable delay, but in no event later than thirty (30) Days from the date of discovery: 

(1) the date of the breach incident; 

NYS ASO LOI Schedule C Page 2of5 



(2) the date of the discovery of the breach; 
(3) a brief description of what happened; 
(4) a description of the types of unsecured PHI that were involved; 
(5) identification of each individual whose unsecured PHI has been, or is reasonably believed 

to have been, accessed, acquired, or disclosed during the breach; 
(6) a brief description of what the Contractor is doing to investigate the breach, to mitigate 

harm to individuals and to protect against any further breaches; and 
(7) any other details necessary to complete an assessment of the risk of harm to the individual. 

c. The Contractor will be responsible to provide notification to individuals whose unsecured PHI has been or is 

reasonably believed to have been accessed, acquired or disclosed as a result of a breach, as well as the 

Secretary of the U.S. Department of Health and Human Services and the media, as required by 45 CFR Part 

164. The Contractor shall provide the DCS with the opportunity to review and comment on any such 

notifications in advance of their provision to NYSHIP enrollees. 

d. The Contractor shall maintain procedures to sufficiently investigate the breach, mitigate losses, and 

protect against any future breaches, and to provide a description of these procedures and the specific 

findings of the investigation to the DCS upon request. 

e. For purposes of this LOI, "Unsuccessful Security Incidents" include activity such as pings and other 

broadcast attacks on the Contractor's firewall, port scans, unsuccessful log-on attempts, denials of 

service, and any combination of the above, so long as no such incident results in unauthorized 

access, use, or disclosure of electronic PHI. The Contractor shall not be required to provide notice of 

such incidents to the DCS. 

f. The Contractor shall mitigate, to the extent practicable, any harmful effects from any use or disclosure of 

NYSHIP's PHI by the Contractor not permitted by this LOI. 

7. Associate's Agents: The Contractor shall require all of its agents or Key Subcontractors to whom it provides 

NYSHIP's PHI, whether received from the DCS or created or received by the Contractor on behalf of the DCS, 

to agree, by way of written contract or other written arrangement, to the same restrictions and conditions that 

apply to the Contractor with respect to NYSHIP's PHI under this LOI. 

8. Availability of Information to the DCS: The Contractor shall make available to the DCS such information 

and documentation as the DCS may require to fulfill the DCS' obligations to provide access to, to provide a 

copy of, and to account for disclosures of NYSHIP's PHI in accordance with HIPAA and its implementing 

regulations. The Contractor shall provide such information and documentation promptly so as to enable the 

DCS to fulfill its obligations in a timely manner. Contractor must provide the DCS with access to NYSHIP's 

PHI in the form and format requested if it is readily producible in such form and format; or if not, in a readable 

hard copy form or such other form and format as agreed to by the Parties, provided, however, that if the PHI 

that is the subject of the request for access is maintained in one or more designated record sets electronically 

and if requested by the DCS, Contractor must provide the DCS with access to the requested PHI in a 

readable electronic form and format. 

9. Amendment of NYSHIP's PHI: The Contractor shall make NYSHIP's PHI available to the DCS as the DCS 

may require to fulfill its obligation to amend individuals' PHI pursuant to HIPAA and its implementing 
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regulations. The Contractor shall, as directed by the DCS, incorporate any amendments to NYSHIP's PHI into 

copies of NYSHIP1s PHI as maintained by the Contractor. 

10. Internal Practices: The Contractor shall make its internal practices, policies and procedures, books, records, 

and agreements relating to the use and disclosure of NYSHIP1s PHI, whether received from the DCS or created 

or received by the Contractor on behalf of the DCS, available to the DCS and/or the Secretary of the U.S. 

Department of Health and Human Services in a time and manner designated by the Employer and/or the 

Secretary for purposes of determining the DCS' compliance with Hf PAA and its implementing regulations. 

11. Termination: 

a. This LOI may be terminated by the DCS at the DCS1 discretion if the DCS determines that the Contractor, 

as a business associate, has violated a material term of this Schedule C or of the LOI with respect to the 

Contractor's obligations under this Schedule C. 

12. Disposition of NYSHIP's PHI: At the time this LOI is terminated, the Contractor shall, if feasible, return or 

destroy all of NYSHIP's PHI, whether received from the DCS or created or received by the Contractor on 

behalf of the DCS, that the Contractor still maintains in any form and shall retain no copies of such 

information. Alternatively, if such return or destruction is not feasible, the Contractor shall extend indefinitely 

the protections of this LOI to the information and shall limit further uses and disclosures to those purposes 

that make the return or destruction of NYSHIP's PHI infeasible. 

13. Indemnification: The Contractor agrees to indemnify, defend and hold harmless the State and the DCS 

and DCS1 respective employees, officers, agents or other members of its workforce (each of the foregoing 

hereinafter referred to as "Indemnified Party") against all actual and direct losses suffered by the Indemnified 

Party and all liability to third parties arising from or in connection with any breach of this Article or from any 

acts or omissions related to this Article by the Contractor or its employees, officers, Key Subcontractors, 

agents or other members of its workforce. Accordingly, the Contractor shall reimburse any Indemnified 

Party for any and all actual and direct losses, liabilities, lost profits, fines, penalties, costs or expenses 

(including reasonable attorneys• fees) which may for any reason be imposed upon any Indemnified Party by 

reason of any suit, claim, action, proceeding or demand by any third party which results from the 

Contractor's acts or omissions hereunder. The Contractor's obligation to indemnify any Indemnified Party 

under this Article shall survive the expiration or termination of this Agreement. 

14. Miscellaneous: 

a. Amendments: This Schedule may not be modified, nor shall any provision hereof be waived or amended, 

except in a writing duly signed by authorized representatives of the Parties. The Parties agree to take such 

action as is necessary to amend this Schedule from time to time as is necessary to achieve and maintain 

compliance with the requirements of 45 CFR Parts 160-164. 

b. Survival: The respective rights and obligations of the Contractor and the DCS under HIPAA and as set 

forth in this Schedule C shall survive termination of this LOI. 
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c. Regulatory References: Any reference herein to a federal regulatory section within the Code of Federal 

Regulations shall be a reference to such section as it may be subsequently updated, amended or modified, 

as of their respective compliance dates. 

d . Interpretation: Any ambiguity in this Schedule shall be resolved to permit covered entities to comply with 

HIPAA. 

STATE OF I-kw Yo rk l ss: 

COUNTY OF At ba.(\.~ ) 

Empire HealthChoice Assurance, Inc. dba Empire 
BlueCross BlueShield 

By: 

Title: l!P-t-~ tn~ 
Date: /0 / 9/ 11 

On the C\+-h day of~. 2014, before me personally came tCfuet C2cabct , to 
me known, and known to me to be the person who executed the above instrument, who, being duly sworn by me, did 
her/himself depose and say that (s)he is the VP om GeJX[o f H onaqd of 
l?rap tre lko 1111 ca.er ,k!J.t{IO re. Inc. the corporation or organization described in and which 
executed the above instrument; and lhat (s)he signed his/her name thereto. 

NOT ARY PUBLIC 

NYS ASO LOI Schedule C 

My commission expires: 'DccVYI bei llo, ao L1 

LINDA A. COX 

NOTARY PUBLIC -STATE OF NEW YORK 

No. 01C06294127 
Qualified In Albany County 

My Commission Expires December 16, 2017 
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APPENDIX A 

STANDARD CLAUSES FOR NEW YORK STATE CONTRACTS 
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STANDARD CLAUSES FOR NYS CONTRACTS 

The parties to the attached contract, license, lease, amendment 
or other agreement of any kind (hereinafter, "the contract" or 
"this contract") agree to be bound by the following clauses 
which are hereby made a part of the contract (the word 
"Contractor" herein refers to any party other than the State, 
whether a contractor, licenser, licensee, lessor, lessee or any 
other party): 

1. EXECUTORY CLAUSE. In accordance with Section 41 
of the State Finance Law, the State shall have no liability 
under this contract to the Contractor or to anyone else beyond 
funds appropriated and available for this contract. 

2. NON-ASSIGNMENT CLAUSE. In accordance with 
Section 138 of the State Finance Law, this contract may not be 
assigned by the Contractor or its right, title or interest therein 
assigned, transferred, conveyed, sublet or otherwise disposed 
of without the State's previous written consent, and attempts 
to do so are null and void. Notwithstanding the foregoing, 
such prior written consent of an assignment of a contract let 
pursuant to Article XI of the State Finance Law may be 
waived at the discretion of the contracting agency and with the 
concurrence of the State Comptroller where the original 
contract was subject to the State Comptroller's approval, 
where the assignment is due to a reorganization, merger or 
consolidation of the Contractor's business entity or enterprise. 
The State retains its right to approve an assignment and to 
require that any Contractor demonstrate its responsibility to do 
business with the State. The Contractor may, however, assign 
its right to receive payments without the State's prior written 
consent unless this contract concerns Certificates of 
Participation pursuant to Article 5-A of the State Finance Law. 

3. COMPTROLLER'S APPROVAL. In accordance with 
Section 112 of the State Finance Law (or, if this contract is 
with the State University or City University of New York, 
Section 355 or Section 6218 of the Education Law), if this 
contract exceeds $50,000 (or the minimum thresholds agreed 
to by the Office of the State Comptroller for certain S.U.N.Y. 
and C.U.N.Y. contracts), or if this is an amendment for any 
amount to a contract which, as so amended, exceeds said 
statutory amount, or if, by this contract, the State agrees to 
give something other than money when the value or 
reasonably estimated value of such consideration exceeds 
$10,000, it shall not be valid, effective or binding upon the 
State until it has been approved by the State Comptroller and 
filed in his office. Comptroller's approval of contracts let by 
the Office of General Services is required when such contracts 
exceed $85,000 (State Finance Law Section 163.6-a). 
However, such pre-approval shall not be required for any 
contract established as a centralized contract through the 
Office of General Services or for a purchase order or other 
transaction issued under such centralized contract. 

4. WORKERS' COMPENSATION BENEFITS. In 
accordance with Section 142 of the State Finance Law, this 

...... 
contract shall be void and of no force and effect unless the 
Contractor shall provide and maintain coverage during the life 
of this contract for the benefit of such employees as are 
required to be covered by the provisions of the Workers' 
Compensation Law. 

S. NON-DISCRIMINATION REQUIREMENTS. To the 
extent required by Article 15 of the Executive Law (also 
known as the Human Rights Law) and all other State and 
Federal statutory and constitutional non-discrimination 
provisions, the Contractor will not discriminate against any 
employee or applicant for employment because of race, creed, 
color, sex (including gender identity or expression), national 
origin, sexual orientation, military status, age, disability, 
predisposing genetic characteristics, marital status or domestic 
violence victim status. Furthermore, in accordance with 
Section 220-e of the Labor Law, if this is a contract for the 
construction, alteration or repair of any public building or 
public work or for the manufacture, sale or distribution of 
materials, equipment or supplies, and to the extent that this 
contract shall be performed within the State of New York, 
Contractor agrees that neither it nor its subcontractors shall, by 
reason of race, creed, color, disability, sex, or national origin: 
(a) discriminate in hiring against any New York State citizen 
who is qualified and available to perform the work; or (b) 
discriminate against or intimidate any employee hired for the 
performance of work under this contract. If this is a building 
service contract as defined in Section 230 of the Labor Law, 
then, in accordance with Section 239 thereof, Contractor 
agrees that neither it nor its subcontractors shall by reason of 
race, creed, color, national origin, age, sex or disability: (a) 
discriminate in hiring against any New York State citizen who 
is qualified and available to perform the work; or (b) 
discriminate against or intimidate any employee hired for the 
performance of work under this contract. Contractor is subject 
to fines of $50.00 per person per day for any violation of 
Section 220-e or Section 239 as well as possible termination 
of this contract and forfeiture of all moneys due hereunder for 
a second or subsequent violation. 

6. WAGE AND HOURS PROVISIONS. If this is a public 
work contract covered by Article 8 of the Labor Law or a 
building service contract covered by Article 9 thereof, neither 
Contractor's employees nor the employees of its 
subcontractors may be required or permitted to work more 
than the number of hours or days stated in said statutes, except 
as otherwise provided in the Labor Law and as set forth in 
prevailing wage and supplement schedules issued by the State 
Labor Department. Furthermore, Contractor and its 
subcontractors must pay at least the prevailing wage rate and 
pay or provide the prevailing supplements, including the 
premium rates for overtime pay, as determined by the State 
Labor Department in accordance with the Labor Law. 
Additionally, effective April 28, 2008, if this is a public work 
contract covered by Article 8 of the Labor Law, the Contractor 
understands and agrees that the filing of payrolls in a manner 
consistent with Subdivision 3-a of Section 220 of the Labor 
Law shall be a condition precedent to payment by the State of 
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any State approved sums due and owing for work done upon 
the project. 

7. NON-COLLUSIVE BIDDING CERTIFICATION. In 
accordance with Section 139-d of the State Finance Law, if 
this contract was awarded based upon the submission of bids, 
Contractor affinns, under penalty of perjury, that its bid was 
arrived at independently and without collusion aimed at 
restricting competition. Contractor further affinns that, at the 
time Contractor submitted its bid, an authorized and 
responsible person executed and delivered to the State a non­
collusive bidding certification on Contractor's behalf. 

8. INTERNATIONAL BOYCOTT PROIDBITION. In 
accordance with Section 220-f of the Labor Law and Section 
139-h of the State Finance Law, if this contract exceeds 
$5,000, the Contractor agrees, as a material condition of the 
contract, that neither the Contractor nor any substantially 
owned or affiliated person, finn, partnership or corporation 
has participated, is participating, or shall participate in an 
international boycott in violation of the federal Export 
Administration Act of 1979 (50 USC App. Sections 2401 et 
seq.) or regulations thereunder. If such Contractor, or any of 
the aforesaid affiliates of Contractor, is convicted or is 
otherwise found to have violated said laws or regulations upon 
the final determination of the United States Commerce 
Department or any other appropriate agency of the United 
States subsequent to the contract's execution, such contract, 
amendment or modification thereto shall be rendered forfeit 
and void. The Contractor shall so notify the State Comptroller 
within five (5) business days of such conviction, determination 
or disposition of appeal (2NYCRR 105 .4 ). 

9. SET-OFF RIGHTS. The State shall have all of its 
common law, equitable and statutory rights of set-off. These 
rights shall include, but not be limited to, the State's option to 
withhold for the purposes of set-off any moneys due to the 
Contractor under this contract up to any amounts due and 
owing to the State with regard to this contract, any other 
contract with any State department or agency, including any 
contract for a term commencing prior to the tenn of this 
contract, plus any amounts due and owing to the State for any 
other reason including, without limitation, tax delinquencies, 
fee delinquencies or monetary penalties relative thereto. The 
State shall exercise its set-off rights in accordance with nonnal 
State practices including, in cases of set-off pursuant to an 
audit, the finalization of such audit by the State agency, its 
representatives, or the State Comptroller. 

10. RECORDS. The Contractor shall establish and maintain 
complete and accurate books, records, documents, accounts 
and other evidence directly pertinent to performance under 
this contract (hereinafter, collectively, "the Records"). The 
Records must be kept for the balance of the calendar year in 
which they were made and for six ( 6) additional years 
thereafter. The State Comptroller, the Attorney General and 
any other person or entity authorized to conduct an 
examination, as well as the agency or agencies involved in this 

....... 
contract, shall have access to the Records during nonnal 
business hours at an office of the Contractor within the State 
of New York or, if no such office is available, at a mutually 
agreeable and reasonable venue within the State, for the tenn 
specified above for the purposes of inspection, auditing and 
copying. The State shall take reasonable steps to protect from 
public disclosure any of the Records which are exempt from 
disclosure under Section 87 of the Public Officers Law (the 
"Statute") provided that: (i) the Contractor shall timely infonn 
an appropriate State official, in writing, that said records 
should not be disclosed; and (ii) said records shall be 
sufficiently identified; and (iii) designation of said records as 
exempt under the Statute is reasonable. Nothing contained 
herein shall diminish, or in any way adversely affect, the 
State's right to discovery in any pending or future litigation. 

11. IDENTIFYING INFORMATION AND PRIVACY 
NOTIFICATION. (a) Identification Number(s). Every 
invoice or New York State Claim for Payment submitted to a 
New York State agency by a payee, for payment for the sale of 
goods or services or for transactions (e.g., leases, easements, 
licenses, etc.) related to real or personal property must include 
the payee's identification number. The number is any or all of 
the following: (i) the payee's Federal employer identification 
number, (ii) the payee's Federal social security number, and/or 
(iii) the payee's Vendor Identification Number assigned by the 
Statewide Financial System. Failure to include such number 
or numbers may delay payment. Where the payee does not 
have such number or numbers, the payee, on its invoice or 
Claim for Payment, must give the reason or reasons why the 
payee does not have such number or numbers. 

(b) Privacy Notification. (1) The authority to request the 
above personal infonnation from a seller of goods or services 
or a lessor of real or personal property, and the authority to 
maintain such information, is found in Section 5 of the State 
Tax Law. Disclosure of this information by the seller or lessor 
to the State is mandatory. The principal purpose for which the 
infonnation is collected is to enable the State to identify 
individuals, businesses and others who have been delinquent 
in filing tax returns or may have understated their tax 
liabilities and to generally identify persons affected by the 
taxes administered by the Commissioner of Taxation and 
Finance. The information will be used for tax administration 
purposes and for any other purpose authorized by law. (2) The 
personal infonnation is requested by the purchasing unit of the 
agency contracting to purchase the goods or services or lease 
the real or personal property covered by this contract or lease. 
The infonnation is maintained in the Statewide Financial 
System by the Vendor Management Unit within the Bureau of 
State Expenditures, Office of the State Comptroller, 110 State 
Street, Albany, New York 12236. 

12. EOUAL EMPLOYMENT OPPORTUNITIES FOR 
MINORITIES AND WOMEN. In accordance with Section 
312 of the Executive Law and 5 NYCRR 143, if this contract 
is: (i) a written agreement or purchase order instrument, 
providing for a total expenditure in excess of $25,000.00, 
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whereby a contracting agency is committed to expend or does 
expend funds in return for labor, services, supplies, 
equipment, materials or any combination of the foregoing, to 
be performed for, or rendered or furnished to the contracting 
agency; or (ii) a written agreement in excess of $100,000.00 
whereby a contracting agency is committed to expend or does 
expend funds for the acquisition, construction, demolition, 
replacement, major repair or renovation of real property and 
improvements thereon; or (iii) a written agreement in excess 
of $100,000.00 whereby the owner of a State assisted housing 
project is committed to expend or does expend funds for the 
acquisition, construction, demolition, replacement, major 
repair or renovation of real property and improvements 
thereon for such project, then the following shall apply and by 
signing this agreement the Contractor certifies and affirms that 
it is Contractor's equal employment opportunity policy that: 

(a) The Contractor will not discriminate against employees or 
applicants for employment because of race, creed, color, 
national origin, sex, age, disability or marital status, shall 
make and document its conscientious and active efforts to 
employ and utilize minority group members and women in its 
work force on State contracts and will undertake or continue 
existing programs of affirmative action to ensure that minority 
group members and women are afforded equal employment 
opportunities without discrimination. Affirmative action shall 
mean recruitment, employment, job assignment, promotion, 
upgradings, demotion, transfer, layoff, or termination and rates 
of pay or other forms of compensation; 

(b) at the request of the contracting agency, the Contractor 
shall request each employment agency, labor union, or 
authorized representative of workers with which it has a 
collective bargaining or other agreement or understanding, to 
furnish a written statement that such employment agency, 
labor union or representative will not discriminate on the basis 
of race, creed, color, national origin, sex, age, disability or 
marital status and that such union or representative will 
affirmatively cooperate in the implementation of the 
Contractor's obligations herein; and 

( c) the Contractor shall state, in all solicitations or 
advertisements for employees, that, in the performance of the 
State contract, all qualified applicants will be afforded equal 
employment opportunities without discrimination because of 
race, creed, color, national origin, sex, age, disability or 
marital status. 

Contractor will include the provisions of "a", "b", and "c" 
above, in every subcontract over $25,000.00 for the 
construction, demolition, replacement, major repair, 
renovation, planning or design of real property and 
improvements thereon (the "Work") except where the Work is 
for the beneficial use of the Contractor. Section 312 does not 
apply to: (i) work, goods or services unrelated to this contract; 
or (ii) employment outside New York State. The State shall 
consider compliance by a contractor or subcontractor with the 
requirements of any federal law concerning equal employment 

....... 
opportunity which effectuates the purpose of this section. The 
contracting agency shall determine whether the imposition of 
the requirements of the provisions hereof duplicate or conflict 
with any such federal law and if such duplication or conflict 
exists, the contracting agency shall waive the applicability of 
Section 312 to the extent of such duplication or conflict. 
Contractor will comply with all duly promulgated and lawful 
rules and regulations of the Department of Economic 
Development's Division of Minority and Women's Business 
Development pertaining hereto. 

13. CONFLICTING TERMS. In the event of a conflict 
between the terms of the contract (including any and all 
attachments thereto and amendments thereof) and the terms of 
this Appendix A, the terms of this Appendix A shall control. 

14. GOVERNING LAW. This contract shall be governed by 
the laws of the State of New York except where the Federal 
supremacy clause requires otherwise. 

15. LATE PAYMENT. Timeliness of payment and any 
interest to be paid to Contractor for late payment shall be 
governed by Article 11-A of the State Finance Law to the 
extent required by law. 

16. NO ARBITRATION. Disputes involving this contract, 
including the breach or alleged breach thereof, may not be 
submitted to binding arbitration (except where statutorily 
authorized), but must, instead, be heard in a court of 
competent jurisdiction of the State of New York. 

17. SERVICE OF PROCESS. In addition to the methods of 
service allowed by the State Civil Practice Law & Rules 
("CPLR"), Contractor hereby consents to service of process 
upon it by registered or certified mail, return receipt requested. 
Service hereunder shall be complete upon Contractor's actual 
receipt of process or upon the State's receipt of the return 
thereof by the United States Postal Service as refused or 
undeliverable. Contractor must promptly notify the State, in 
writing, of each and every change of address to which service 
of process can be made. Service by the State to the last known 
address shall be sufficient. Contractor will have thirty (30) 
calendar days after service hereunder is complete in which to 
respond. 

18. PROHIBITION ON PURCHASE OF TROPICAL 
HARDWOODS. The Contractor certifies and warrants that 
all wood products to be used under this contract award will be 
in accordance with, but not limited to, the specifications and 
provisions of Section 165 of the State Finance Law, (Use of 
Tropical Hardwoods) which prohibits purchase and use of 
tropical hardwoods, unless specifically exempted, by the State 
or any governmental agency or political subdivision or public 
benefit corporation. Qualification for an exemption under this 
law will be the responsibility of the contractor to establish to 
meet with the approval of the State. 
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In addition, when any portion of this contract involving the 
use of woods, whether supply or installation, is to be 
performed by any subcontractor, the prime Contractor will 
indicate and certi fy in the submitted bid proposal that the 
subcontractor has been informed and is in compliance with 
specifications and provisions regarding use of tropical 
hardwoods as detailed in § 165 State Finance Law. Any such 
use must meet with the approval of the State; otherwise, the 
bid may not be considered responsive. Under bidder 
certifications, proof of qualification for exemption wi ll be the 
responsibility of the Contractor to meet with the approval of 
the State. 

19. MACBRIDE FAIR EMPLOYMENT PRINCIPLES. 
In accordance with the MacBride Fair Employment Principles 
(Chapter 807 of the Laws of 1992), the Contractor hereby 
stipulates that the Contractor either (a) has no business 
operations in Northern Ireland, or (b) shall take lawful steps in 
good faith to conduct any business operations in Northern 
Ireland in accordance with the MacBride Fair Employment 
Principles (as described in Section 165 of the New York State 
Finance Law), and shall permit independent monitoring of 
compliance with such principles. 

20. OMNIBUS PROCUREMENT ACT OF 1992. It is the 
policy of New York State to maximize opportunities for the 
participation of New York State business enterprises, 
including minority and women-owned business enterprises as 
bidders, subcontractors and suppliers on its procurement 
contracts. 

Information on the availability of New York State 
subcontractors and suppliers is available from: 

NYS Department of Economic Development 
Division for Small Business 
Albany, New York 12245 
Telephone: 51 8-292-5100 
Fax: 518-292-5884 
email: opa@esd.ny.gov 

A directory of certified minority and women-owned business 
enterprises is available from: 

NYS Department of Economic Development 
Division of Minority and Women's Business Development 
633 Third A venue 
New York, NY 10017 
212-803-24 14 
emai I: mwbecert i fication@esd.ny.gov 
https://ny.newnycon tracts.com/F rontEnd/V endorSearch Pu 
blic.asp 

The Omnibus Procurement Act of 1992 requires that by 
signing this bid proposal or contract, as applicable, 
Contractors certify that whenever the total bid amount is 
greater than $1 million : 

IPPElllll 

(a) The Contractor has made reasonable efforts to encourage 
the participation of New York State Business Enterprises as 
suppl iers and subcontractors, including certified minority and 
women-owned business enterprises, on this project, and has 
retained the documentation of these efforts to be provided 
upon request to the State; 

(b) The Contractor has complied with the Federal Equal 
Opportunity Act of 1972 (P.L. 92-261), as amended; 

(c) The Contractor agrees to make reasonable efforts to 
provide notification to New York State residents of 
employment opportunities on this project through listing any 
such positions with the Job Service Division of the New York 
State Department of Labor, or providing such notification in 
such manner as is consistent with existing collective 
bargaining contracts or agreements. The Contractor agrees to 
document these efforts and to provide said documentation to 
the State upon request; and 

(d) The Contractor acknowledges notice that the State may 
seek to obtain offset credits from foreign countries as a result 
of this contract and agrees to cooperate with the State in these 
efforts. 

21. RECIPROCITY AND SANCTIONS PROVISIONS. 
Bidders are hereby notified that if their principal place of 
business is located in a country, nation, province, state or 
political subdivision that penalizes New York State vendors, 
and if the goods or services they offer will be substantially 
produced or performed outside New York State, the Omnibus 
Procurement Act 1994 and 2000 amendments (Chapter 684 
and Chapter 383, respectively) require that they be denied 
contracts which they would otherwise obtain. NOTE: As of 
May 15, 2002, the list of discriminatory jurisdictions subject 
to this provision includes the states of South Carolina, Alaska, 
West Virginia, Wyoming, Louisiana and Hawaii. Contact 
NYS Department of Economic Development for a current list 
of jurisdictions subject to this provision. 

22. COMPLIANCE WITH NEW YORK ST A TE 
TNFORMA TTON SECURITY BREACH AND 
NOTTFICA TTON ACT. Contractor shall comply with the 
provisions of the New York State Information Security Breach 
and Notification Act (General Business Law Section 899-aa; 
State Technology Law Section 208). 

23. COMPLIANCE WITH CONSULTANT 
DISCLOSURE LAW. If this is a contract for consulting 
services, defined for purposes of this requirement to include 
analysis, evaluation, research, training, data processing, 
computer programming, engineering, environmental, health, 
and mental health services, accounting, auditing, paralegal, 
legal or similar services, then, in accordance with Section 163 
(4-g) of the State Finance Law (as amended by Chapter I 0 of 
the Laws of 2006), the Contractor shall timely, accurately and 
properly comply with the requirement to submit an annual 
employment report for the contract to the agency that awarded 
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the contract, the Department of Civil Service and the State 
Comptroller. 

24. PROCUREMENT LOBBYING. To the extent this 
agreement is a "procurement contract" as defined by 
State Finance Law Sections 139-j and 139-k, by signing this 
agreement the contractor certifies and affirms that all 
disclosures made in accordance with State Finance Law 
Sections 139-j and 139-k are complete, true and accurate. In 
the event such certification is found to be intentionally false or 
intentionally incomplete, the State may terminate the 
agreement by providing written notification to the Contractor 
in accordance with the terms of the agreement. 

25. CERTIFICATION OF REGTSTRA TION TO 
COLLECT SALES AND COMPENSATING USE TAX 
BY CERTAIN STATE CONTRACTORS, AFFILIATES 
AND SUBCONTRACTORS. 
To the extent this agreement is a contract as defined by Tax 
Law Section 5-a, if the contractor fails to make the 
certification required by Tax Law Section 5-a or if during the 
term of the contract, the Department of Taxation and Finance 
or the covered agency, as defined by Tax Law 5-a, discovers 
that the certification, made under penalty of perjury, is fa lse, 
then such failure to file or false certification shall be a material 
breach of this contract and this contract may be terminated, by 
providing written notification to the Contractor in accordance 
with the terms of the agreement, ifthe covered agency 
determines that such action is in the best interest of the State. 

26. IRAN DIVESTMENT ACT. By entering into this 
Agreement, Contractor certifies in accordance with State 
Finance Law § 165-a that it is not on the "Entities Determined 
to be Non-Responsive Bidders/Offerers pursuant to the New 
York State Iran Divestment Act of2012" ("Prohibited Entities 
List") posted at: 
http://www.ogs.ny.gov/about/regs/docs/ListofEntities.pdf 

Contractor further certifies that it will not utilize on this 
Contract any subcontractor that is identified on the Prohibited 
Entities List. Contractor agrees that should it seek to renew or 
extend this Contract, it must provide the same certification at 
the time the Contract is renewed or extended. Contractor also 
agrees that any proposed Assignee of this Contract will be 
required to certify that it is not on the Prohibited Entities List 
before the contract assignment wi ll be approved by the State. 

During the term of the Contract, should the state agency 
receive information that a person (as defined in State Finance 
Law § 165-a) is in violation of the above-referenced 
certifications, the state agency will review such information 
and offer the person an opportunity to respond. If the person 
fails to demonstrate that it has ceased its engagement in the 
investment activity which is in violation of the Act within 90 
days after the determination of such violation, then the state 
agency shall take such action as may be appropriate and 
provided for by law, rule, or contract, including, but not 

IPPElllll 

limited to, imposing sanctions, seeking compliance, 
recovering damages, or declaring the Contractor in default. 

The state agency reserves the right to reject any bid, request 
for assignment, renewal or extension for an entity that appears 
on the Prohibited Entities List prior to the award, assignment, 
renewal or extension of a contract, and to pursue a 
responsibility review with respect to any entity that is awarded 
a contract and appears on the Prohibited Entities list after 
contract award. 
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1. INTEGRATION 
The contract executed between the Department and the Contractor (or Purchase Order 
issued by the Department) is hereinafter referred to as the Agreement. The Agreement, 
including all Exhibits and Appendices, including this Appendix B, copies of which are 
attached thereto, and incorporated therein by reference, constitutes the entire agreement 
between the Parties for the purpose of the fulfillment of Program Services or Project 
Services. All prior agreements, representations, statements, negotiations and undertakings 
are superseded hereby. 

All statements made by the Department shall be deemed to be representations and not 
warranties. 

2. EXECUTORY PROVISION 

Section 112 of the State Finance Law requires that any contract made by a State 
department which exceeds fifty thousand dollars ($50,000) in amount be first approved by 
the Comptroller of the State of New York before becoming effective. The Parties recognize 
that, if the Agreement is for fifty thousand dollars or more, it is wholly executory until and 
unless approved by the Comptroller of the State of New York. 

3. CHOICE OF LAW 

The Parties agree that the Agreement shall be interpreted according to the laws of the State 
of New York, except where the federal supremacy clause requires otherwise. The 
Contractor shall be required to bring any legal proceeding against the Department arising 
from the Agreement in New York State courts located in Albany County. 

4. DISPUTE RESOLUTION 

Except as otherwise provided in the Agreement, any dispute raised by the Contractor 
concerning any question of fact or law arising under the Agreement which is not disposed of 
by mutual agreement of the Parties shall be decided initially by the designee of the 
President of the Civil Service Commission (President). A copy of the written decision shall 
be furnished to the Contractor. The Parties shall proceed diligently with the performance of 
the Agreement and shall comply with the provisions of such decision and continue to comply 
pending further resolution of any such dispute as provided herein. The decision of the 
designee of the President shall be final and conclusive unless, within ten (10) Days from the 
receipt of such decision, the Contractor furnishes the President a written appeal. In the 
event of an appeal, the President shall promptly review the initial decision, and confirm, 
annul, or modify it. The decision of the President shall be final and conclusive unless, as 
determined by a court of competent jurisdiction, it violates one of the provisions of section 
7803 of the Civil Practice Law and Rules. Pending final decision of any Article 78 proceeding 
hereunder, both Parties shall proceed diligently with the performance of the Agreement in 
accordance with the President's decision. 

5. WAIVER OF BREACH 

No term or provision of the Agreement shall be deemed waived and no breach excused, 
unless such waiver or consent shall be in writing and signed by the Party claimed to have 
waived or consented. No consent by a Party to, or waiver of, a breach under the Agreement 
shall constitute a consent to, a waiver of, or excuse for any other, different or subsequent 
breach. 
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6. NEW YORK STATE REQUIREMENTS 

The Contractor acknowledges that it is bound by the terms of Appendix A, Standard Clauses 
For All New York State Contracts, which is attached and incorporated by reference to the 
Agreement. 

7. OUTSIDE OF SCOPE 
The Contractor agrees that any and all work performed outside the scope of the Agreement 
shall be deemed to be gratuitous and not subject to any charge, cost or payment of any 
kind. 

8. NON-ASSIGNABILITY 
Neither the rights nor the obligations of the Contractor under the Agreement may be 
conveyed, assigned, delegated, or otherwise transferred in any manner whatsoever by the 
Contractor, either in whole or in part, without the prior written approval of the Department. 

9. NOTIFICATION 
All notices permitted or required by the Agreement to be given by one Party to the other 
shall be in writing and shall be transmitted either (1) via certified or registered mail, return 
receipt requested; (2) by facsimile transmission; (3) by personal delivery; (4) by expedited 
delivery service; or (5) by e-mail. 

10. INDEMNIFICATION 
The Contractor agrees to indemnify, defend and save harmless the Department, the State, 
its officers, agents and employees, for any claims or losses the Department, the State or 
any individuals may suffer when such claims or losses result from the claims of any person 
or organization for any and all injuries or damages caused by the negligent acts or 
omissions of the Contractor, its officers, employees, agents, consultants and/or sub­
contractors in performance of the Agreement. Furthermore, the Contractor agrees to 
indemnify, defend and save harmless the Department and the State, its officers, agents, 
and employees from any and all claims or losses caused by the acts or omissions of any and 
all contractors, sub-contractors, consultants and any other persons, firms, or corporations 
furnishing or supplying work, services, materials, or supplies in connection with the 
performance of the Agreement and from all claims and losses accruing or resulting to any 
person, firm or corporation who may be injured or damaged by the Contractor in the 
performance of the Agreement, and against any loss, damages or actions, including, but not 
limited to, costs and expenses, for violation of proprietary rights, copyrights, patents, or 
rights of privacy, arising out of the publication, translation, reproduction, delivery, 
performance, use, or disposition of any material, information or data furnished under the 
Agreement, or based on any libelous or otherwise unlawful matter contained in such 
material, information or data, except as otherwise provided in the Article entitled "Patent 
Copyright or Proprietary Rights Infringement" of this Appendix B. 

The Contractor also shall provide indemnification against all losses, and/or cost expenses 
(including reasonable counsel fees) that may be incurred by reason of the Contractor's 
breach of any term, provision, covenant, warranty, or representation contained herein 
and/or in connection with the enforcement of the Agreement or any provision hereof. 

The Department does not agree to any indemnification provisions in any documents 
attached hereto that require the Department or the State of New York to indemnify or save 
harmless the Contractor or third parties. 

Notwithstanding anything to the contrary in the Agreement, neither the Department nor the 
Contractor shall be liable to the other for any special, consequential, or punitive damages, 
or loss of profits or revenues, whether such damages are alleged as a result of tort 
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(including strict liability), contract, warranty, or otherwise, arising out of or relating to either 
Party's acts or omissions under the Agreement. 

11. PATENT. COPYRIGHT OR PROPRIETARY RIGHTS INFRINGEMENT 
The Contractor, solely at its expense, shall defend any claim or suit which may be brought 
against the Department or the State for the infringement of United States patents, 
copyrights or proprietary rights arising from the Contractor's or the Department's use of any 
software, equipment, data, materials and/or information of any kind prepared, developed or 
furnished by the Contractor in connection with performance of the Agreement and, in any 
such suit, shall satisfy any final judgment for such infringement. The Department shall give 
the Contractor written notice for such claim or suit and full right and opportunity to conduct 
the defense thereof, together with full information and all reasonable cooperation. 

If principles of governmental or public law are involved, the State of New York may 
participate in the defense of any action identified under this Article, but no costs or 
expenses shall be incurred upon the account of the Contractor without the Contractor's 
written consent. 

If, in the Contractor's opinion, any software, equipment, data, materials and/or information 
prepared, developed or furnished by the Contractor is likely to or does become the subject 
of a claim of infringement of a United States patent, copyright or proprietary right, then, 
without diminishing the Contractor's obligation to satisfy any final award, the Contractor 
may, with the Department's prior written approval, substitute other equally suitable 
software, equipment, materials, data and/or information. In the event that an action at law 
or in equity is commenced against the Department arising out of a claim that the 
Department's use of any software, equipment, materials and/or information under the 
Agreement infringes on any patent, copyright, or proprietary right, such action shall be 
forwarded by the Department to the Contractor for defense and indemnification under this 
Article and to the Office of the Attorney General of the State of New York together with a 
copy of the Agreement. If upon receipt of such request for defense, or at any time 
thereafter, the Contractor is of the opinion that the allegations in such action, in whole or in 
part, are not covered by the defense and indemnification set forth herein, the Contractor 
shall immediately notify the Department and the Office of the Attorney General of the State 
of New York, in writing, and shall specify to what extent the Contractor believes it is and is 
not obligated to defend and indemnify under the terms and conditions of the Agreement. 
The Contractor shall in such event protect the interests of the State of New York and shall 
take the steps necessary to secure a continuance to permit the State of New York to appear 
and defend its interest in cooperation with the Contractor, as is appropriate, including any 
jurisdictional defenses which the State shall have. 

12. DATE/TIME WARRANTY 

The Contractor warrants that products furnished pursuant to the Agreement shall be able to 
accurately process, date/time data (including, but not limited to, calculating, comparing, 
and sequencing) transitions, including leap year calculations. Where a Contractor proposes 
or an acquisition requires that specific products and/or services must perform as a package 
or system, this warranty shall apply to the products and/or services as a system. 

Where the Contractor is providing ongoing services, including but not limited to: i) 
consulting, integration, code or data conversion, ii) maintenance or support services, iii) 
data entry or processing, or iv) contract administration services (e.g. billing, invoicing, 
claim processing), the Contractor warrants that services shall be provided in an accurate 
and timely manner without interruption, failure, or error due to the inaccuracy of the 
Contractor's business operations in processing date/time data (including, but not limited to, 
calculating, comparing, and sequencing) various date/time transitions, including leap year 
calculations. The Contractor shall be responsible for damages resulting from any delays, 
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errors, or untimely performance resulting there from, including but not limited to the failure 
or untimely performance of such services. 

This Date/Time Warranty shall survive beyond termination or expiration of the Agreement 
through a) ninety (90) days or b) the Contractor's or product manufacturer/developer's 
stated date/time warranty term, whichever is longer. Nothing in this warranty statement 
shall be construed to limit any rights or remedies otherwise available under the Agreement 
for breach of warranty. 

13. VIRUS WARRANTY 

Product contains no viruses, either known to the Contractor or which reasonably should 
have been known to the Contractor exercising due diligence. The Contractor is not 
responsible for viruses introduced at the Department's site. 

14. TITLE AND OWNERSHIP WARRANTY 

The Contractor warrants, represents and conveys (i) full ownership, clear title free of all 
liens, or (ii) the right to transfer or deliver perpetual license rights to any Product(s) 
transferred to the Department under the Agreement. The Contractor shall be solely liable 
for any costs of acquisition associated therewith. The Department may require the 
Contractor to furnish appropriate written documentation establishing the above rights and 
interests as a condition of payment. The Department's request or failure to request such 
documentation shall not relieve the Contractor of liability under this warranty. 

15. USE RESTRICTIONS AND INTELLECTUAL PROPERTY 

The Parties agree that all work by the Contractor for the Department is intended as work for 
hire. The Parties agree that the Contractor's work is specifically ordered and commissioned 
for use as contributions to a collective work, or is other such work as specified by section 
101(2) of the U.S. Copyright Act [17 U.S.C. 101(2)], and is intended to be a work for hire 
that is made for the use and ownership of the State of New York and the Department. 
Furthermore, the Department and the Contractor agree that the State of New York and the 
Department are the owners of all copyrights regarding the work. The Contractor warrants 
to the State of New York and the Department that the Contractor, and all of its 
subcontractors and their employees, who have been, or may be used in regard to the 
Agreement, forfeits all past or future claims of title or ownership to the work produced. 

Materials such as forms and publications used by the Contractor in the course of its 
performance under the Agreement which have been agreed upon by the Parties as generic 
materials are specifically excluded from this provision. 

16. OWNERSHIP/TITLE TO PRODUCT DELIVERABLES 

For purposes of this Article, the term "Department" is understood to mean the Department 
acting on behalf of the State. 

(A) Definitions 
1. ProductCs): 

A deliverable furnished under the Agreement by or through the Contractor, 
including existing and custom Product(s), including, but not limited to: a) 
components of the hardware environment; b) printed materials (including but not 
limited to training manuals, system and user documentation, reports, drawings); 
c) third party software; d) modifications, customizations, custom programs, 
program listings, programming tools, data, modules, components; and e) any 
properties embodied therein,, whether in tangible or intangible form (including but 
not limited to utilities, interfaces, templates, subroutines, algorithms, formulas, 
source code, object code). 



STAllDABD CIAUSES FOR DEPARTMEllT COfflllACTS ....... 

2. Existing ProductCsl: 
Tangible Product(s) and intangible licensed Product(s) which exist prior to the 
commencement of work under the Agreement. The Contractor retains the burden 
of proving that a particular product existed before commencement of the 
Agreement. 

3. Custom ProductCsl: 
Product(s), preliminary, final or otherwise, which are created or developed by the 
Contractor, or its subcontractors, partners, employees, or agents under the 
Agreement for the benefit of the Department. 

(B) Title to Project Deliverables 
The Contractor acknowledges that it is commissioned by the Department to perform 
services detailed in the Agreement. Unless otherwise specified in writing in the 
Agreement, the Department shall have ownership and/or license rights as follows: 

1. Existing ProductCs): 
a) Hardware - Title and ownership of Existing Hardware Product shall pass to 
Department upon acceptance. 

b) Software - Title and ownership to Existing Software Product(s) delivered by the 
Contractor under the Agreement which is normally commercially distributed on a 
license basis by the Contractor or other independent software vendor/proprietary 
owner ("Existing Licensed Product"), whether or not embedded in, delivered or 
operating in conjunction with hardware or Custom Products, shall remain with the 
Contractor or other independent software vendor/proprietary owner ("ISV"). 
Effective upon acceptance, such Product shall be licensed to the Department in 
accordance with the Contractor or ISV owner's standard license agreement, 
provided, however, that such standard license, must, at a minimum: (a) grant 
the Department a non-exclusive, perpetual license to use, execute, reproduce, 
display, perform, adapt (unless the Contractor advises the Department as part of 
the Contractor's bid proposal that adaptation will violate existing agreements or 
statutes and the Contractor demonstrates such to the Department's satisfaction) 
and distribute Existing Licensed Product to the Department up to the license 
capacity stated in the work order with all license rights necessary to fully effect 
the general business purpose(s) stated in the Agreement and (b) recognize the 
State of New York as the licensee. Where these rights are not otherwise covered 
by the ISV's standard license agreement, the Contractor shall be responsible for 
obtaining these rights at its sole cost and expense. The Department shall 
reproduce all copyright notices and any other legend of ownership on any copies 
authorized under this paragraph. 

2. Custom Product(s): 
Effective upon creation of Custom Product(s), the Contractor hereby conveys, 
assigns and transfers to State the sole and exclusive rights, title and interest in 
Custom Product(s), whether preliminary, final or otherwise, including all 
trademark and copyrights. The Contractor hereby agrees to take all necessary 
and appropriate steps to ensure that the Custom Product(s) are protected against 
unauthorized copying, reproduction and marketing by or through the Contractor, 
its agents, employees, or subcontractors. Nothing herein shall preclude the 
Contractor from otherwise using the related or underlying general knowledge, 
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skills, ideas, concepts, techniques and experience developed under the 
Agreement in the course of the Contractor's business. 

Where payment for Custom Product does not involve Certificates of Participation 
(COPS) pursuant to Article 5-A of the State Finance Law or other third party 
financing, the Department may, by providing written notice thereof to the 
Contractor, elect in the alternative to take a non-exclusive perpetual license to 
Custom Products in lieu of State taking exclusive ownership and title to such 
Products. In such case, the Department shall be granted a non-exclusive 
perpetual license to use, execute, reproduce, display, perform, adapt and 
distribute Custom Product as necessary to fully effect the general business 
purpose(s) as stated herein. 

In the event that the Contractor wishes to obtain ownership rights to Custom 
Product(s}, the sale or other transfer shall be at fair market value as determined 
by the Parties at the time of such sale or other transfer, and must be pursuant to 
a separate written agreement in a form acceptable to the State which complies 
with the terms of this paragraph. 

3. Documentation. Data & Reports 
The Department shall own title to all documentation, drawings, (e.g., engineering 
drawings, system diagrams, logic/schematics, plans, reports, training, 
maintenance or operating manuals}, including network design, equipment 
configurations and other documentation prepared or developed pursuant to the 
Agreement, whether preliminary, final or otherwise. The Contractor shall deliver 
to the possession of the Department all work-in-progress documentation as it 
becomes available, but in no case longer than thirty (30) days after creation. 

17. FORCE MAJEURE 

Neither Party to the Agreement shall be liable or deemed to be in default for any delay or 
failure in performance under the Agreement resulting directly or indirectly from acts of God, 
civil or military authority, acts of public enemy, wars, riots, civil disturbances, insurrections, 
accident, fire, explosions, earthquakes, floods, the elements, acts or omissions of public 
utilities or strikes, work stoppages, slowdowns or other labor interruptions due to 
labor/management disputes involving entities other than the Parties to the Agreement, or 
any other causes not reasonably foreseeable or beyond the control of a Party. The Parties 
are required to use best efforts to eliminate or minimize the effect of such events during 
performance of the Agreement and to resume performance of the Agreement upon 
termination or cessation of such events. 

18. TIME OF THE ESSENCE 

The Department and the Contractor acknowledge and agree that time is of the essence for 
the Contractor's performance under the Agreement. 

19. RIGHTS AND REMEDIES 

The rights, duties and remedies set forth in the Agreement shall be in addition to, and not in 
limitation of, rights and obligations otherwise available at law. 

20. FEDERAL AND STATE COMPLIANCE 

The Contractor shall ensure that its employment practices comply with the Federal Equal 
Opportunity Act of 1972 (P.L. 92-261), as amended. 

The Contractor shall ensure compliance with the Americans With Disabilities Act ( 42 USC 
§2101 et. seq.) such that programs and services provided during the course of performance 
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of the Agreement shall be accessible under Title II of the Americans With Disabilities Act 
and as otherwise applicable under the Americans With Disabilities Act. 

21. TAXES 
It shall be understood that the Department, as an agency of the State of New York, is not 
liable for the payment of any sales, use, excise, or other form of tax however designated, 
levied or imposed, and shall agree to reimburse the Contractor for same only if taxes would 
have been incurred through the Department's normal business operations. 

22. INDEPENDENT CONTRACTOR 
The Parties agree that the Contractor is an independent contractor, and the Contractor, its 
officers, employees, agents, consultants and/or sub-contractors in the performance of the 
Agreement shall act in an independent capacity and not as agents, officers or employees of 
the State or the Department. Neither the Contractor nor any sub-contractor shall thereby 
be deemed an agent, officer, or employee of the State. The Contractor agrees, during the 
term of the Agreement, to maintain at the Contractor's expense those benefits to which its 
employees would otherwise be entitled by law, including health benefits, and all necessary 
insurance for its employees, including worker's compensation, disability and unemployment 
insurance, and to provide the Department with certification of such insurance upon request. 
The Contractor remains responsible for all applicable federal, State, and local taxes, and all 
FICA contributions. 

23. NO THIRD PARTY BENEFICIARIES 
Nothing contained in the Agreement, expressed or implied, is intended to confer upon any 
person, corporation, other than the Parties hereto and their successors in interest and 
assigns, any rights or remedies under or by reason of the Agreement. 

24. HEADINGS OR CAPTIONS 
The headings or captions contained within the Agreement are intended solely for 
convenience and reference purposes and shall in no way be deemed to define, limit or 
describe the scope or intent of the Agreement or any provisions thereof. 

25. PARTIAL INVALIDITY 
Each Party agrees that it shall perform its obligations under the Agreement in accordance 
with all applicable federal and State laws, rules, and regulations, policies and/or guidelines 
now or hereafter in effect. If any term or provision of the Agreement shall be found to be 
illegal or unenforceable, then, notwithstanding such term or provision, the Agreement shall 
remain in full force and effect, and such term or provision shall be deemed stricken. 

26. CONFLICT OF INTEREST 

The Contractor shall ensure that its officers, employees, agents, consultants and/or sub­
contractors comply with the requirements of the New York State Public Officers Law ("POL"), 
as amended, including but not limited to sections 73 and 74, as amended, with regard to 
ethical standards applicable to State employees, and particularly POL sections 73(8)(a)(i) 
and (ii) regarding post-employment restrictions affecting former State employees. 
Additionally, the Contractor shall ensure that no violation of these provisions will occur by 
reason of the Contractor's proposal for or negotiation and execution of the Agreement or in 
its delivery of services pursuant to the Agreement. If, during the term of the Agreement, 
the Contractor becomes aware of a relationship, actual or potential, which may be 
considered a violation of the POL or which may otherwise be considered a conflict of 
interest, the Contractor shall notify the Department in writing immediately. Should the 
Department thereafter determine that such employment is inconsistent with State law; the 
Department shall so advise the Contractor in writing, specifying its basis for so determining, 
and may require that the contractual or employment relationship be canceled. Failure to 
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comply with these provisions may result in suspension or cancellation of the Agreement and 
criminal proceedings as may be required by law. The Contractor is required to make full 
disclosure of any circumstances that could affect its ability to perform in complete 
compliance with the POL. Any questions as to the applicability of these provisions should be 
addressed by the Contractor to the New York State Ethics Commission, 540 Broadway, 
Albany, NY 12207 (518) 408-3976. 

27. AUDIT AUTHORITY 
The Contractor acknowledges that the Department and the Office of the State Comptroller 
have the authority to conduct financial and performance audits of the Contractor's delivery 
of Program Services (or Project Services) in accordance with the Agreement and any 
applicable State and federal statutory and regulatory authorities. Such audit activity may 
include, but not necessarily be limited to, the review of documentary evidence to determine 
the accuracy and fairness of all items on the Contractor's submission of claims for payment 
under the Agreement, and the review of any and all activities relating to the Contractor's 
performance and administration of the Agreement. 

The Contractor shall make available documentary evidence necessary to perform such 
reviews. Documentation made available by the Contractor may include, but is not limited 
to, source documents, books of account, subsidiary records and supporting work papers, 
claim documentation and pertinent contracts and correspondence. 

The audit provisions contained herein shall in no way be construed to limit the audit 
authority or audit scope of the Office of the State Comptroller as set forth in Appendix A of 
the Agreement - Standards Clauses for All New York State Contracts. 

28. CONFIDENTIALITY 
All records maintained by the Contractor and relating to the Agreement are confidential and 
shall be used by the Contractor and its officers, employees, and subcontractors or agents 
solely for the purpose of carrying out its obligations under the Agreement. Except as 
directed by a court of competent jurisdiction or as may be permitted or required by 
applicable New York State or federal law or regulations, no such records may be otherwise 
used or released to any person by the Contractor, its employees, subcontractors or agents, 
either during the term of the Agreement or in perpetuity thereafter. Deliberate or repeated 
accidental breach of this provision may, at the sole discretion of the Department, be 
grounds for termination of the Agreement. 

The Contractor shall promptly advise the Department of all requests made to the Contractor 
for information regarding the performance of services under the Agreement, including any 
information provided by the Department, except as required by subcontractors or agents solely 
for the purpose of carrying out obligations under the Agreement or as required by law. 

The Contractor shall be responsible for assuring that any agreement between the Contractor 
and any of its officers, agents and employees or applicable subcontractors contains a 
provision that conforms strictly to the provisions of this Article. 

29. INFORMATION SECURITY REQUIREMENTS 
In accordance with the Information Security Breach and Notification Act (ISBNA) (General 
Business Law §889-aa, State Technology Law §208), Contractor shall be responsible for 
complying with provisions of the ISBNA and the following terms contained herein with 
respect to any private information (as defined in ISBNA) received by Contractor under the 
Agreement (Private Information) that is within the control of the Contractor either on the 
Department's information security systems or the Contractor's information security system 
(System). In the event of a breach of the security of the System (as defined by ISBNA}, 
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Contractor shall immediately commence an investigation, in cooperation with the 
Department, to determine the scope of the breach and restore security of the System to 
prevent any further breaches . Contractor shall also notify the Department of any breach of 
the security of the System immediately following discovery of such breach. 

Except as otherwise instructed by the Department, Contractor shall, to the fullest extent 
possible, first consult with and receive authorization from the Department prior to notifying 
any individuals, the State Office of Cyber Security and Critical Infrastructure Coordination 
(CSCIC), the State Consumer Protection Board and the Office of the Attorney General (OAG) 
or any consumer reporting agencies of a breach of the security of the System or concerning 
any determination to delay notification due to law enforcement investigations. Contractor 
shall be responsible for providing the notice to all such required recipients and for all the 
costs associated with providing such notice. Contractor shall be liable for any other costs 
associated with noncompliance of ISBNA if caused by the Contractor or Contractor's agents, 
officers, employees, or subcontractors. Nothing herein shall in any way impair the authority 
of the OAG to bring an action against the Contractor to enforce the provisions of ISBNA or 
limit Contractor's liability for any violation of the ISBNA. Additional information relative to 
the law and the notification process is available at: 
http://www. cscic .state. ny. us/secu rity/secu ritybreach 

Contemporaneous with the execution of the Agreement, the Contractor and its designees 
shall execute the Department's Third Party Connection and Data Exchange Agreement and 
any other protocol required by the Department, and shall ensure its employees, agents and 
designees complete the related Third Party Acceptable Use Policy and Agreement if 
applicable, to ensure the security of data transmissions and other information related to the 
administration of the Agreement. This request may be waived by the Department in its sole 
discretion . 

30. NONDISCLOSURE OF CONFIDENTIAL INFORMATION 

Except as may be required by applicable law or a court of competent jurisdiction, the 
Contractor, its officers, agents, employees, and subcontractors shall maintain strict 
confidence with respect to any Confidential Information to which the Contractor, its officers, 
agents, employees, and subcontractors have access in the course of the Contractor's 
performance under the Agreement. For purposes of the Agreement, all State information of 
which the Contractor, its officers, agents, employees and subcontractors becomes aware 
during the course of performing services for the Department shall be deemed to be 
Confidential Information (oral, visual or written). Notwithstanding the foregoing, 
information that falls into any of the following categories shall not be considered 
Confidential Information: 

(a) information that is previously rightfully known to the receiving party without 
restriction on disclosure; 

(b) information that becomes, from no act or failure to act on the part of the receiving 
party, generally known in the relevant industry or is in the public domain; and 

(c) information that is independently developed by the Contractor without use of 
confidential information of the State. 

The Contractor shall hold the State and the Department harmless from any loss or damage 
to the State or the Department resulting from the disclosure by the Contractor, its officers, 
agents, employees, and subcontractors of such Confidential Information. 

The Contractor shall provide for its officers, agents, employees, and subcontractors to 
acknowledge and execute a nondisclosure agreement containing substantially the terms 
described in this Article, if requested to do so by the Department or the State . 
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This representation shall survive termination of the Agreement. 

31. FREEDOM OF INFORMATION LAW 
Disclosure of information and material provided to the Department by the Contractor in the 
course of the Contractor's performance under the Agreement shall be permitted consistent 
with the laws of the State of New York, and specifically the Freedom of Information Law 
(FOIL), Article 6 of the Public Officers Law. The Department shall take reasonable steps to 
protect from public disclosure any of the records relating to the Contractor's performance 
under the Agreement that otherwise are exempt from disclosure under FOIL. 

If the Contractor believes that any information or material provided to the Department 
constitutes trade secret information that should be exempted from FOIL disclosure, the 
Contractor must, at the time of the materials' submission, request the exemption in writing, 
specifically identifying the material by page number, line, or other appropriate designation, 
and provide a particularized explanation as to why the material constitutes trade secret 
information and how the disclosure of the identified information would cause substantial 
injury to the Contractor's competitive position. The material sought to be protected from 
disclosure must be clearly marked in yellow highlighter, on a duplicate copy of the 
submission and may be provided in hardcopy or on a CD. Generically marking all material 
as "Confidential" will not be considered adequate for the purpose of this Article. 

The Department's receipt of the Contractor's submission of material and the Contractor's 
request for protection of the material from FOIL disclosure does not constitute a 
determination that the information is exempt from disclosure under FOIL. In the event any 
information or material is requested pursuant to FOIL, the Department will address each 
party's interests fully in accordance with the procedures required by Article 6 of the Public 
Officers Law. 

32. TERMINATION OF AGREEMENT 

In addition to any termination provisions specified elsewhere in the Agreement, the 
following provisions also shall apply: 

The Agreement may be terminated by mutual written agreement of the Parties. 

The Agreement may be terminated by the Department for cause upon the failure of the 
Contractor to comply with the terms and conditions of the Agreement, including any exhibits 
incorporated herein, provided that the Department shall give the Contractor written notice 
via registered or certified mail, return receipt requested, or hand delivery, such written 
notice to specify the Contractor's failure and the termination of the Agreement. Termination 
shall be effective ten (10) Business Days after receipt of such notice unless the Contractor, 
in the opinion of the Department, has cured such failure. The Contractor agrees to incur no 
new obligations nor to claim for any expenses made after receipt of the notification of 
termination. Upon termination for cause, the Department shall have the right to award a 
new contract to another contractor. Termination for cause shall create a liability upon the 
Contractor for actual damages incurred and for all reasonable additional costs incurred in 
reassigning the Agreement. 

The Agreement may be terminated if the Department deems that termination would be in 
the best interest of the State provided that the Department shall give written notice to the 
Contractor not less than thirty (30) Days prior to the date upon which termination shall 
become effective, such notice to be made via registered or certified mail, return receipt 
requested or hand delivered. The date of such notice shall be deemed to be the date of 
postmark in the case of mail or the date of hand delivery. 
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The Agreement may be terminated immediately in the event the Department determines 
that funds are unavailable. The Department agrees to provide notice to the Contractor as 
soon as it becomes aware that funds are unavailable in the event of termination under this 
paragraph. If the initial notice is via oral notification, the Department shall provide written 
notice immediately thereafter. The Department shall be obligated to pay the Contractor 
only for the expenditures made and obligations incurred by the Contractor until such time as 
notice of termination or received either orally or in writing by the Contractor from the 
Department. 

In the event of termination for any reason, the Contractor shall not incur new obligations for 
the terminated portion. The Contractor agrees, after consultation with the Department, to 
cancel such outstanding obligations as the Contractor deems appropriate in the exercise of 
sound business judgment. 

Upon termination of the Agreement each Party shall, if applicable, return to the other all 
papers, materials, and other properties of the other Party held by each for purposes of 
performance under the Agreement. In addition, each Party shall assist the other Party in 
orderly termination of the Agreement and the transfer of all aspects hereof, tangible, and 
intangible, as may be necessary to ensure the orderly administration of the State program. 

33. CONTRACTOR PERSONNEL 
The Contractor shall designate an Account Executive, who shall be the contact person for all 
matters arising under the Agreement. 

The Contractor agrees to be solely responsible for the recruitment, hiring, provision of 
employment benefits, payment of salaries, and management of its personnel. These 
functions shall be carried out by the Contractor in accordance with the provisions of the 
Agreement and with all applicable federal and State laws and regulations. 

The Contractor is required to commit key personnel for the administration of all aspects of 
the Agreement. In the event that any of the key personnel will be or are unavailable for the 
performance of their duties, the Contractor will designate and propose to the Department an 
equally qualified alternate with full authority to act for the unavailable key person. 

The Contractor shall notify the Department in writing of any changes in the key personnel 
designated for performance of the Agreement. This shall include any changes in the 
personnel designated to bind the Contractor. 

The Department reserves the right to demand the reassignment or cancellation of 
assignment to duties under the Agreement of any Contractor personnel so assigned. The 
Department shall not exercise the authority unreasonably. The Contractor agrees to replace 
any employees so reassigned or canceled with an employee of equal or better qualifications. 
If the Department exercises its right under this provision, it agrees to provide written notice 
to the Contractor setting forth its reasons with specificity. 

34. OPERATIONAL CONTACTS 

The Contractor shall maintain appropriate corporate and/or legal authority, which shall 
Include, but not be limited to, the maintenance of an organization capable of delivering 
Program Services in accordance with the Agreement and the authority to do business in the 
State of New York or any other governmental jurisdiction in which Program Services are to 
be delivered pursuant to the Agreement. The Contractor also shall maintain operations, 
financial and legal staff that shall be directly available to the Department's operations, 
financial and legal staff, respectively. For purposes of the Agreement, maintenance of such 
staff and staff availability by the Contractor shall in no way create any agency relationship 
between the Department and the Contractor. 
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The Contractor acknowledges and agrees that no aspect of the Contractor's performance 
under the Agreement is contingent upon Department personnel or the availability of 
Department resources, with the exception of all proposed actions of the ~ontractor 
specifically identified in the Agreement as requiring the Department approval. With respect 
to such approval, the Department shall act promptly and in good faith. 

The Contractor must cooperate fully with any other contractors who may be engaged by the 
Department relative to the Agreement. 

The Contractor must ensure that all contacts by the Contractor personnel with other New 
York State agencies, external organizations (Federal Agencies, Unions, etc.) which result in 
any charge, cost or payment of any kind, must receive prior written authorization from the 
Department's Contract Manager. 

35. SUBCONTRACTING 
If allowed in the solicitation instrument (e.g., Request for Proposal, Invitation for Bids, etc.) 
that results in the Agreement, the Contractor may arrange for specified portion(s) of its 
responsibilities under the Agreement to be subcontracted to a Key Subcontractor(s). A "Key 
Subcontractor" means that vendor(s) with whom the Contractor subcontracts to provide any 
portion of Program Services. If the Contractor determines to subcontract a portion(s) of 
Program Services, the Key Subcontractors must be clearly identified and the nature and 
extent of its involvement in and/or proposed performance under the Agreement must be 
fully explained by the Contractor to the Department. The Contractor retains ultimate 
responsibility for all Program Services performed under the Agreement. 

All subcontracts shall be in writing and shall contain provisions, which are functionally 
identical to, and consistent with, the provisions of the Agreement including, but not be 
limited to, the body of the Agreement, Appendix A - Standard Clauses For All New York 
State Contracts, Appendix B - Standard Clauses for All Department Contracts and if 
applicable as determined by the Department, Appendix C - Third Party Connection and Data 
Exchange Agreement. Unless waived in writing by the Department, all subcontracts 
between the Contractor and a Key Subcontractor shall expressly name the State of New 
York, through the Department, as the sole intended third party beneficiary of such 
subcontract. The Department reserves the right to review and approve or reject any 
subcontract with a Key Subcontractor, as well as any amendments to said subcontract(s), 
and this right shall not make the Department or the State of New York a party to any 
subcontract or create any right, claim, or interest in the Key Subcontractor or proposed Key 
Subcontractor against the Department. 

The Department reserves the right, at any time during the term of the Agreement, to verify 
that the written subcontract between the Contractor and Key Subcontractor(s) is in 
compliance with all of the provision of this Article and any subcontract provisions contained 
in the Agreement. In addition to other remedies allowed by law, the Department reserves 
the right to terminate the Agreement for cause if an executed subcontract does not contain 
all of the provisions/statements stipulated above. If during the term of the Agreement, any 
executed subcontract between the Contractor and a Key Subcontractor is amended, the 
Contractor shall, within 30 calendar days of such amendment, provide a copy to the 
Department. 

The Contractor shall give the Department immediate notice in writing of the initiation of any 
legal action or suit which relates in any way to a subcontract with a Key Subcontractor or 
which may affect the performance of the Contractor's duties under the Agreement. Any 
subcontract shall not relieve the Contractor in any way of any responsibility, duty and/or 
obligation of the Agreement. 
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36. PUBLICITY AND COMMUNICATIONS 

The Contractor shall ensure that all requests for the Contractor's participation in events 
where the Contractor will be participating on behalf of the Department receive prior written 
authorization from the Department. 

No public discussion or news releases relating to the Agreement shall be made or authorized 
by the Contractor or the Contractor's agent without the prior written approval of the 
Department, which written approval shall not be unreasonably withheld or delayed 
provided, however, that Contractor shall be authorized to provide copies of the Agreement 
and answer any questions relating thereto to any State or federal regulators or, in 
connection with its financial activities, to financial institutions for any private or public 
offering. 

37. CONSULTANT DISCLOSURE REQUIREMENTS 

Unless directed otherwise by the Department, the Contractor shall demonstrate its 
compliance with Chapter 10 of the Laws of 2006 throughout the term of the Agreement by 
submitting to the Department and to the Office of the State Comptroller a "State Consultant 
Services - Contractor's Annual Employment Report" for each State Fiscal Year. Such report 
shall be due no later than May 15th of each year following the end of the State Fiscal Year 
being reported. Such report shall be required of any contract that includes services for 
analysis, evaluation, research, training, data processing, computer programming, 
engineering, environmental, health and mental health services, accounting, auditing, 
paralegal, legal, or similar services. Such report shall conform with Bulletin No. G-226 -
Form B as issued by the Office of the State Comptroller. The report must be submitted to 
the Office of the State Comptroller, Bureau of Contracts, 110 State Street, 11th floor, 
Albany, NY 12236, ATTN: Consultant Reporting; and to the Department's Contract Manager. 

38. PROCUREMENT LOBBYING RESTRICTIONS UNDER STATE FINANCE LAW SECTIONS 
139-j AND 139-k 

The Contractor certifies that all information that it has provided or will provide to the 
Department pursuant to State Finance Law sections 139-j and 139-k is complete, true, and 
accurate, including but not limited to information regarding prior determinations of non­
responsibility within the past four years based upon (i) impermissible contacts of other 
violations of SFL section 139-j, or (ii) the intentional provision of false or incomplete 
Information to a governmental entity. 

The Department reserves the right to terminate the Agreement in the event it is found that 
the Contractor's certification of its compliance with SFL sections 139-j or 139-k was 
intentionally false or intentionally incomplete. Upon such finding, the Department may 
exercise its right to terminate the Agreement by providing written notification to the 
Contractor in accordance with Article 9 of this Appendix B. 

39. VENDOR RESPONSIBILITY 

The Contractor is required to provide the Department with an updated Vendor Responsibility 
Questionnaire when requested to do so by the Department throughout the term of the 
Agreement. Regardless, the Contractor is required to report to the Department any 
material changes in the information reported in its initial Vendor Responsibility 
Questionnaire. 
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40. TAX LAW SECTION 5-A - CERTIFICATION REGARDING SALES AND COMPENSATING 
USE TAXES 

In the event the value of the Agreement exceeds $100,000, the Contractor must file a 
properly completed Form ST-220-CA with the Department and a properly completed Form 
ST-220-TD with the Department of Taxation & Finance before the Agreement may take 
effect. 

In addition, after the Agreement has taken effect, the Contractor must file a properly 
completed Form ST-220-CA with the Department if the Agreement's term is renewed; 
further, a new Form ST-220-TD must be filed with the Department of Taxation & Finance if 
no ST-220-TD has been filed by the Contractor or if a previously filed Form ST-220-TD is no 
longer correct and complete. 

41. CONTRACT PAYMENT 

Contractor shall provide complete and accurate billing invoices to the Department in order 
to receive payment. Billing invoices submitted to the Department must contain all 
information and supporting documentation required by the Agreement, the Department and 
the State Comptroller. Payment for invoices submitted by the Contractor shall only be 
rendered electronically unless payment by paper check is expressly authorized by the 
Commissioner, in the Commissioner's sole discretion, due to extenuating circumstances. 
Such electronic payment shall be made in accordance with ordinary State procedures and 
practices. The Contractor shall comply with the State Comptroller's procedures to authorize 
electronic payments. Authorization forms are available at the State Comptroller's website at 
www.osc.state .ny.us/ eoay/index.htm, by e-mail at epunit@osc.state.ny.us, or by telephone 
at 518-474-4032. Contractor acknowledges that it will not receive payment on any invoices 
submitted under the Agreement if it does not comply with the State Comptroller's electronic 
payment procedures, except where the Commissioner has expressly authorized payment by 
paper check as set forth above. 
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